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• Cynthia Dwork and Moni Naor. "Pricing via processing or combattin

g junk mail." Annual International Cryptology Conference. 1992.

2002
• Adam Back. "Hashcash-a denial of service counter-measure." 2002.
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• Satoshi Nakamoto. "Bitcoin: A peer-to-peer electronic cash system."  

2008.
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The Birth of Proofs of Space

2003

• Martin Abadi et al. "Moderately hard, memory-bound functions." Proceedings of 

the 10th Annual Network and Distributed System Security Symposium, 2003.

2003

• Cynthia Dwork, Andrew Goldberg, and Moni Naor. "On memory-bound 

functions for fighting spam.“ Annual International Cryptology Conference. 2003.

2005

• Cynthia Dwork, Moni Naor, and Hoeteck Wee. "Pebbling and proofs of work.

" Annual International Cryptology Conference. 2005.
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The Birth of Proofs of Space (cont.)

2010

• Daniele Perito and Gene Tsudik. "Secure code update for embedded devices via proo

fs of secure erasure." European Symposium on Research in Computer Security. 2010.

2014

• Giuseppe Ateniese et al. "Proofs of space: When space is of the essence." Internation

al Conference on Security and Cryptography for Networks. 2014.

2015

• Stefan Dziembowski et al. "Proofs of space." Annual Cryptology Conference. 2015.

• Spacecoin (First draft of this work, later changed to SpaceMint)

00 Introduction



Contents

A  Proofs of Space
1. Graph Pebbling

2. Proofs of Space (PoSpace)

3. Related Schemes

B SpaceMint
4. Protocol

5. Design Challenges

6. Experiments

7. Analysis based on Game Theory

Some diagrams were brought from
Georg Fuchsbauer’s presentation slides.



Proofs of Space



Graph Pebbling Game

• Consider a DAG that each node has a slot for pebble placement.
• Some slots may have pebbles initially.

• Objective: Pebble the target node, according to some rules.
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Pebbling Rules

• Placement: A node can be pebbled if it is either a source, or all its  
direct predecessors are pebbled.

• Removal: A pebble can be removed from a node, unconditionally.
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Example: Binary Tree

• A perfect binary tree with depth d (edge reversed)

• 2d+1-1 total nodes, 2d+1 total edges

01 Graph Pebbling

• Pebbling Complexity
• Required number of pebbles: d+2
• Number of pebble placement: 2d+1-1

d=3



Link to Memory Usage

• Let a value of each non-source node is calculated by hash of its 
predecessor nodes.
• Example: Merkle Tree

• It is computationally infeasible to calculate a node value, without 
storing values of predecessor nodes.

01 Graph Pebbling
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Link to Memory Usage (cont.)

• Pebbled Nodes: Nodes with their values currently stored

• Placement: To calculate and store the value of the corresponding 
node by hashing its predecessors

• Removal: To erase the node value from the memory.

01 Graph Pebbling
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Link to Memory Usage (cont.)

• Pebbled Nodes: Nodes with their values currently stored

• Placement: To calculate and store the value of the corresponding 
node by hashing its predecessors

• Removal: To erase the node value from the memory.

• Required number of pebbles = Minimum storage required
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Hard-to-pebble Graphs

• There exist some families of graphs that require Ω(|V|/log|V|), or 
even Θ(|V|) pebbles.

01 Graph Pebbling

SC: Superconcentrators
like Butterfly Graph

Images from Bhupatiraju et al. “On the Viability of Distributed Consensus by Proof of Space.” 2017.



Proofs of Space (PoSpace)

• PoSpace
• An interactive protocol between V (Verifier) and P (Prover)

• P opens a ‘proof’ to claim that P did memory-required work.

• From the proof, V should accept that P has utilized the 
corresponding amount of space.
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Proofs of Space (PoSpace)

• Parameters

• Initialization

• Execution
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N: Storage Bound

: Verifier’s value, short
: Prover’s data with size N



Soundness and Completeness
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Efficiency
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A Basic, Inefficient Design

• The verifier is inefficient!
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Efficient Verification with Merkle Tree
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Underlying
Hard-to-pebble

Graph

Merkle Tree

Total 2N-1 nodes

: Merkle Root
(Sent to the verifier)
‘Commitment’

(Image by Parker Curry)



Efficient Verification (cont.)

• Commitment Verification

• Proof Verification
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CV!

Prover gives:
w(3), open(3)
w(4), open(4)

open(5)

Verifier Calculates:
, from w(3) and open(3)
, from w(4) and open(4)

w(5), from w(3) and w(4)
, from w(5) and open(5)
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8 Prover gives:
w(8), open(8)

Verifier Calculates:
, from w(8) and open(8)

Target!



Space-related Cryptocurrencies

SpaceMint Burstcoin Permacoin

Proof of … Space Capacity Retrievability

PoW-like? X
Δ (Time-memory

Tradeoff)
O

Meaningful Data? X Δ* O

Verification ~100ms 8M hashes ~5ms

03 Related Schemes

* Currently not, but development of PoC3 aims to use meaningful data as the plot file.
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Designing SpaceMint

• Avoiding PoW-style consensus
• Purely based on the storage

• No memory-time tradeoff

• PoSpace-based
• Guarantees that honest provers use corresponding amount of storage 

to extend a block

• Proof size: logarithmic to the dedicated storage

04 Protocol



Overall Block Structure

04 Protocol

Signature(φi-1)
PoSpace, using block i-Δ

List of
Transactions

Signature(σi-1)
Signature(τi)

Hash Subblock φi Signature Subblock σi Tx Subblock τi

All verifiable with the miner’s public key

Block
i

Signature(φi-2)
PoSpace, using block i-1-Δ

List of
Transactions

Signature(σi-2)
Signature(τi-1)

Hash Subblock φi-1 Signature Subblock σi-1 Tx Subblock τi-1

Block
i-1

Each subblock
contains the 
block number.



Initialization

• To dedicate some storage for PoSpace, a future prover should 
write a space commitment transaction. 
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Space size

Privately storing:

Written transaction:



Toward Non-interactive PoSpace

• Problem of interactive protocol
• Prover should answer every verification request.

• This means, miner should maintain connection and keep verify.

• Impossible to implement in public blockchain

• Making non-interactive PoSpace
• Derive randomness from some public information (previous blocks).

• Replace verifiers’ node selection with the randomness.
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Mining

04 Protocol



Block Quality

• Property of Quality Measure

04 Protocol

Probability that the block i becomes the best quality block = Portion of dedicated space to mine block i

Probability that the block i has better quality than j = Relative portion of dedicated space



Block Quality (cont.)

•
• Satisfies properties of quality function

• CDF :

• For X          , X1/N follows DN.

•

04 Protocol

N samples Maximum

z

All N samples
should lie here.

X



Chain Quality

• Miner may gossip the quality of the mined block and mined 
chain, and release the block with the full proof when the quality 
is competitive enough.

04 Protocol



Selecting from Multiple Chains

• Mining is easy! (Easy to generate proofs)

• Selecting best block from Multiple Chains
• Leads to quality inversion

• Slows down consensus

• Prevention: Derive challenge of block i from block i-Δ.

05 Design Challenges



Multiple Chain Extending

• Mining is easy! (Easy to generate proofs)

• Multiple Chain Extending
• Best option for a miner against a fork

• No consensus will be achieved.

• Prevention: ‘Penalty’ transaction

05 Design Challenges



Block Grinding Attack

05 Design Challenges

• Prevention: Separate proof chain from transactions



Challenge Grinding Attack

05 Design Challenges

• Make better future challenges by 
mining multiple bad blocks!
• Dividing the storage into t 

fragments to mine t chains

• Select the best chain of challenges 
to mine even better blocks!

• Prevention
• Log-quality function

• Multiple use of same challenges



51% Attack

• Miner with >50% storage of active miners

• Controls everything
• Decides which transaction to be included

• (even prevent including penalty transaction!)

• The paper claims that the attack won’t appear due to the drop 
of cryptocurrency value.
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Denial-of-Service Attack

• Rush of fake commitments
• Still valid transactions, though the commitments cannot be used for 

actual mining

• Countermeasures
• Transaction fee for commitment transaction

• Attaching commitment verification at the commitment transaction
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Cheap Storage?

• Mining requires random access.

• Tapes
• Very cheap, but random access is impossible.

• HDD is the best option, currently.

• The authors expect that SpaceMint would mostly use the idle 
disk space on personal computers for mining.
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Evaluation Environment

06 Evaluation

• Software
• Prototype implementation using Go

• Graph with pebbling complexity  

• Hardware
• CPU: Intel i5-4690K Haswell

• Memory: 8 GB

• HDD: 2 TB (cache: 64 MB)



Initialization Performance
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Proof Size
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Proof / Verification Time
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Energy Estimates

06 Evaluation

• 100K miners with 1TB each

• 0.01s for checking answer

• 1% of miners generate full answer (20s)

• 10W power consumption

< 1% of Bitcoin



Game Theoretical Analysis

07 Game Theory

• Required for analysis against various malicious mining 
strategies
• cf) Selfish Mining



Equilibrium

07 Game Theory

• Equilibrium strategy is robust on change of N.
• If a miner buy more storage, making new commitment and behave 

like a new honest miner is the best option.



Deciding Confirmation Blocks

07 Game Theory



Summary

08 Summary

• This paper…
• Made non-interactive version of PoSpace.

• Used PoSpace for Blockchain Consensus.

• Suggested a prototype, SpaceMint.

• For SpaceMint, the authors…
• Solved design challenges.

• Multiple chain extending, block grinding, challenge grinding

• Evaluated the performance.

• Had a game theory-based analysis of equilibrium.


